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Abstract: Industry 4.0 manufacturing increasingly relies on integrated cyber-physical systems. However, 

lab experiences in many college classrooms often present vision and controller subsystems as closed 

appliances. This can limit the ability of students to observe, validate, and troubleshoot behavior from start 

to finish. This paper presents a laboratory module and instructional station deployed in the classroom that 

connects computer vision inference in real time to programmable logic controller (PLC) actuation through 

a deliberately transparent supervisory interface. The platform integrates a standard webcam, a VB.NET 

inference application using transfer learning, an Excel workbook enabled by macros for explicit mapping 

of labels to commands, and PLC ladder logic that drives discrete indicator outputs. 

The module was delivered over six sessions of two hours each as part of a course on manufacturing 

automation and robotics. Engineering Technology students worked in small teams, and most achieved the 

intended closed-loop behavior. Real variations in capture conditions—such as lighting, clutter, pose, and 

occlusion—provided an immediate basis for debugging across every layer of the system. The results 

indicate that the module is feasible for delivery within typical laboratory constraints. Furthermore, the 

module helps learners develop a system-level understanding of how perception is integrated with control, 

using interface observability as a central design principle. 
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Introduction 
Advanced manufacturing is an important part of the U.S. economy. According to a 2026 U.S. Census 

Bureau report, total goods exported during 2024 and 2025 were $174 billion and $185.7 billion, 

respectively, representing a 6.3% increase [1]. As the manufacturing sector becomes more automated and 

continues moving toward Industry 4.0 technologies, this upward trend is expected to continue. A 2024 

Deloitte report on the manufacturing industry outlook suggests there will be a shortage of 1.9 million 

employees in the manufacturing workforce by 2033 [2]. 

A programmable logic controller (PLC) is a solid-state control system with a user-programmable memory. 

The PLC reads input conditions and sets output conditions to control a machine or process. PLCs are widely 

used for applications such as monitoring security, managing energy consumption, and controlling machines 

and automatic production lines. PLCs are said to be among the most ingenious devices ever invented to 

advance the field of manufacturing automation [3]. Understanding how PLCs work and how to integrate 

PLCs with I/O devices is fundamental and essential for engineers and technicians in the industrial 
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automation and control field. However, the knowledge domain is complex and multifaceted, requiring lab 

exercises that help learners visualize abstract and complex concepts. Hsieh employed instructional 

technologies such as an intelligent tutoring system, simulation, and animation tools in Virtual PLC, a web-

based system that facilitated learning about PLC instructions and programming concepts [4]. The concept 

was later expanded to cover interfacing with I/O devices and robot controllers in a system called ASI Tutor 

[5, 6]. The evaluation of ASI Tutor took place over several semesters and involved faculty at multiple 

institutions with positive results [6]. To provide hands-on, just-in-time, and experiential learning in the 

classroom, Hsieh also presented the idea of a portable PLC kit as a companion tool for instructors and 

students [7]. The kits were built and evaluated in the classroom for several semesters with positive learning 

outcomes. 

One major challenge is that today’s manufacturing work requires engineers who can connect Information 

Technology (IT), Operational Technology (OT), and Artificial Intelligence/Machine Learning (AI/ML). In 

other words, companies need a “T-shaped” engineer who has a strong technical focus but also understands 

digital tools and system integration [8, 9]. However, in many undergraduate programs, these skills are not 

taught together; often, they are separated across different courses and departments. As a result, it has been 

estimated that around 27% of manufacturers are unable to expand production because they cannot hire 

enough properly trained workers [10]. This gap is becoming more visible as ML is increasingly embedded 

in manufacturing workflows. 

Machine learning (ML) is central to this shift because modern manufacturing increasingly relies on 

connected sensors, continuous data collection, and automated decision-making. Across recent Industry 4.0 

reviews, ML is consistently framed as the layer that turns high-volume industrial data into actionable 

information for operational decisions and process improvement [11, 12]. Importantly, ML’s impact in 

manufacturing is not limited to “model accuracy”; it is directly tied to concrete functions such as inspection, 

predictive maintenance, and optimization, which explains its sustained prominence in both research and 

practice [11, 13]. In many cases, the main barriers are often adoption and implementation rather than novel 

algorithms, emphasizing the need for deployable and reliable solutions in real production settings [13]. This 

aligns with “Industrial AI” perspectives that argue real value depends on integrating analytics with data 

infrastructure and domain knowledge, not treating ML as a standalone modeling exercise [14]. 

The economic and labor-market implications of AI/ML adoption further increase the urgency of workforce 

preparation. Studies suggest AI adoption does not necessarily reduce total jobs, but it shifts work by 

automating some tasks while augmenting others, creating stronger demand for reskilling and integration-

oriented roles [15-18]. Evidence also indicates an initial transition period where firms may experience 

temporary performance dips before realizing productivity gains as organizational changes stabilize [19]. 

Industry surveys also highlight difficulty demonstrating return on investment (ROI) and workforce 

constraints as major barriers to smart manufacturing deployment, reinforcing that the limiting factor is often 

the availability of workers who can connect data-driven methods to operational control and decision-

making [16].  

In this context, the skill set demanded of future engineers is increasingly described as an integration 

capability across IT/OT boundaries (data interfaces, real-time workflows, system verification, and 

cybersecurity awareness), rather than ML theory alone [20]. However, guidance on taking ML solutions 

from ideation to deployment remains limited, which suggests that “how to deploy and integrate” is still a 

missing piece for both practitioners and learners [21]. 

Object detection is an important application of machine learning in manufacturing. However, many 

automated object detection systems are expensive and not sufficiently flexible for use in education [22, 23]. 

Many are proprietary solutions that require specific cameras and software. Students can learn how to 

operate such systems, but using these systems to teach core theory—such as how a vision model works, 

how signals are communicated, and how the logic can be implemented with industrial controllers—can be 
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challenging. At the same time, industry needs engineers who can integrate high-level software (computer 

vision and AI) with low-level industrial hardware such as Programmable Logic Controllers (PLCs) [24]. 

To meet this need, recently, there have been efforts to create learning environments that connect data-driven 

methods to industrial automation workflows [25, 26]. Low-cost smart manufacturing toolkits and open-

source IoT/CPS laboratories aim to integrate sensing, control, and analytics so students can experience end-

to-end system integration instead of siloed instruction [25]. Traditional PLC laboratories are also being 

extended with Internet of Things (IoT) tooling and modern data interfaces to expose students to networking, 

monitoring, and cross-layer integration skills that mirror Industry 4.0 practice [26, 27]. Learning-factory 

environments provide realistic cyber-physical contexts and team-based integration experiences, but they 

can be expensive and operationally complex to scale across institutions [28, 29]. Virtual and remote labs 

offer a complementary path for access and scalability when physical equipment is limited, but trade off 

some aspects of hands-on integration with real hardware [30, 31]. Despite these advances, a persistent gap 

remains between ML instruction and industrial control training: students may learn ML workflows or PLC 

logic, but they have relatively few opportunities to practice deploying ML outputs into PLC-centered 

automation and verifying end-to-end behavior under realistic constraints [15, 21]. 

To address these problems, we believe there is a strong need for a low-cost automated object classification 

system designed for PLC, Machine Learning, and Industry 4.0 education. With this proposed platform, 

students can practice the full pipeline—from collecting data and training a basic model to connecting the 

model output into PLC logic. A well-designed hands-on experience can help students build real integration 

skills and also improve their confidence and problem-solving ability for working in smart factories in the 

future [23, 24]. 

 
Methods 
We developed an instructional platform that connects computer vision to industrial control in a single, 

continuous workflow. The system links real-time image classification to PLC actuation, giving students 

hands-on practice with integrating IT and OT within a cyber-physical environment. The setup includes four 

main parts: (i) a standard webcam, (ii) a VB.NET application that classifies images as they are captured, 

(iii) an Excel workbook that uses macros to exchange data between the software and hardware, and (iv) an 

Allen-Bradley ControlLogix PLC that turns those signals into physical light outputs. As shown in Fig. 1, 

the signal path is designed to be transparent so students can observe and troubleshoot every step of the 

process. 

 

 
Fig. 1. System architecture. 

 
Machine-learning pipeline 

For the classification piece, we used ML.NET to implement transfer learning, leveraging a pre-trained 

TensorFlow Inception network as our feature extractor (Fig. 2). To keep the training process manageable 

for a lab setting, we kept the Inception backbone frozen and only trained a lightweight multiclass classifier 

on top of it. 
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Fig. 2. Inception-based transfer learning pipeline. 

 

We prepared the training data by indexing image paths and labels in TSV files. Before the images enter the 

model, they are resized to 224×224 and normalized with a mean offset of 117 to ensure they match the 

backbone's expectations. During training, the frozen model generates feature representations from the 

"softmax2" layer, which an L-BFGS classifier then uses to learn how to predict different classes. This 

approach significantly reduces training time, allowing students to focus their energy on building the dataset 
and understanding how the model makes decisions. Once deployed, the model provides a predicted label 

and a confidence score, which provide the necessary data for the supervisory system to trigger the PLC 

(Fig. 1). 

 

Supervisory interface and vision-to-PLC communication 

To link the AI’s inference to the PLC without adding the complexity of custom industrial protocols, we 

chose to use Excel as a transparent bridge between the two (Fig. 1). In this setup, the VB.NET application 

writes the predicted label to a specific cell in a workbook titled PLC_Link.xlsm. From there, students write 

or edit a simple Visual Basic for Applications (VBA) routine that translates that text label into an integer 

command code based on the policy in Table 1. We chose this approach specifically for its transparency, 

which allows students to actually watch the values change in the spreadsheet in real time, making it much 

easier to verify that the mapping and timing are working correctly before the signal ever reaches the 

hardware (Fig. 3). 

 

 

 

 

Table 1. Mapping from predicted class to PLC light outputs 

Predicted Class 

(from VB) 

Command written to 

PLC (N7) 

Energized Output 

address 
Physical Indicator 

DC_motor 0 Local:9:O.Data.0 Green light 0 ON 

Fan 1 Local:9:O.Data.1 Green light 1 ON 

Motion_sensor 2 Local:9:O.Data.2 Green light 2 ON 

LED 3 Local:9:O.Data.3 Green light 3 ON 
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Fig. 3. Editable VBA code used in PLC_Link.xlsm to map predicted labels to PLC command 
codes and transmit via DDE. 

 

Once the command code is generated, the workbook sends it to the ControlLogix PLC using Dynamic Data 

Exchange (DDE). While DDE is an older standard, it is perfect for the classroom because it is easy to set 

up and keeps the logic process visible and editable for troubleshooting. In practice, Excel "pokes" the data 

into RSLinx Classic, which then passes it to the PLC. For example, the code initiates a conversation with 

RSLinx and then sends the integer value to a specific tag, such as Program: MainProgram.N7. The key to 

replicating this is ensuring the item string in Excel matches the PLC’s tag namespace exactly and that the 

data types are consistent across both platforms. 

 

PLC logic and actuation mapping 

On the PLC side, the received command code is stored in an integer register and interpreted using parallel 

ladder rungs with equality comparisons (Fig. 4). Each rung compares the register against a fixed class code 

and energizes the corresponding output coil. This implements a deterministic mapping from the predicted 

class to the behavior of the physical indicators (Table 1). To ground the exercise in a practical context, we 

frame the mapping as a scenario for smart home automation. In this setup, the vision system identifies 

common devices, and the PLC indicates the state of the detected device. Specifically, integer values from 

0 to 3 select the indicator outputs for a DC motor, fan, motion sensor, and LED, respectively. Because the 

final output is a physical light, both misclassifications and faults in integration become immediately visible. 

This allows for systematic debugging across the entire stack, from perception to the final controller output 

(Fig. 1). 
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Fig. 4. Ladder-logic structure for mapping vision commands to indicator outputs. 

 
Experiment 

The module served as the final laboratory activity for an undergraduate course focused on PLC 

programming and control; 65 students participated in this activity. Before starting this project, students had 

already practiced fundamental ladder logic patterns such as comparators and discrete I/O. They had also 

been introduced to concepts for supervisory communication, including the use of Excel for DDE linkage. 

 

The purpose of this final module was to merge those operational technology skills with a practical 

information technology pipeline. By using computer vision for classification, students could see exactly 

how a software inference result is transformed into deterministic controller behavior through explicit logic 

and interface constraints. We organized the laboratory sequence into three distinct stages: (1) expanding 

the dataset and training the model offline, (2) performing inference with a webcam in real time while 

observing the supervisory layer, and (3) achieving closed-loop integration with PLC actuation. The physical 

topology for these connections is illustrated in Fig. 5. 

 

 
Fig. 5. Physical connection topology. 

 

Part 1: Dataset expansion and model training 

Students expanded a provided starter dataset by adding a class for an LED and then trained and evaluated 

an image classifier. Each team collected between 8 and 12 images of the LED, either through capture or 

download, and placed them into the required directory structure before updating the index files for the 

training pipeline. The training and test sets were defined using two tab-separated files, and teams chose a 

split for training and testing to examine how data availability and split decisions influence performance. 
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Because the starter dataset already included baseline categories for a DC motor, fan, and motion sensor, the 

newly added LED class typically became the smallest and most sensitive category. Students ran the training 

pipeline and recorded key outputs such as training status messages, LogLoss, and prediction scores. They 

then documented any misclassification behavior and its likely causes, such as limited diversity in the 

images, background clutter, or variation in pose. The interface used for training and testing in this stage is 

shown in Fig. 6. 

 

 
Fig. 6. Interface of the training and testing process. 

 
Part 2: Real-time webcam inference and supervisory observation 

Students transitioned from offline evaluation to inference in real time using a webcam feed. They 

transferred the trained model assets into the project structure for the live application, verified the webcam 

capture, and initiated the classification process. The application displays the predicted label during 

capture and writes the result directly to the PLC_Link.xlsm workbook. Students configured the system by 

specifying the correct path for the workbook within the VB.NET project. This stage of the lab emphasized 

sensitivity during runtime; students observed firsthand how variations in lighting, occlusion, and 

background clutter affect the stability of predictions and the behavior of the scores. The interface for this 

process is shown in Fig. 7. 
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Fig. 7. Interface for webcam capture and object classification process. 

 
Part 3: PLC integration and end-to-end verification 

In the final stage, students connected the supervisory layer to the PLC through Excel VBA and DDE. They 

began by implementing or verifying the ladder logic that reads the incoming integer register and energizes 

discrete outputs based on equality comparisons for each category (Table 1). Next, students configured the 

workbook by updating the DDE topic to match their communication setup in RSLinx Classic and modified 

the VBA mapping section so that label strings were translated into integer commands. Once the 

configuration was complete, teams validated the closed-loop behavior from start to finish. The predicted 

label updated in the VB.NET interface, the corresponding integer command appeared in Excel, the PLC 

register updated online, and the mapped output energized in real time (Fig. 8). In the smart home 

configuration, each recognized device class drives a distinct green pilot light. This makes the mapping from 

perception to control directly observable at the operational technology layer and supports systematic 

debugging if misclassifications or communication issues occur. Fig. 9 illustrates the demonstration setup 

used for this validation, showing the integrated hardware and the correspondence between the vision output 

and the PLC states. 
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Fig. 8. Real-time inference interface used in the integrated laboratory module. The VB.NET 

application (upper left) displays the live camera feed and classification results, the Excel 
supervisory layer (lower left) maps the predicted label to an integer command (N7), and 

RSLogix 5000 (right) shows the ladder logic executing in real time on the PLC in response to 
the transmitted command. 

 

 
Fig. 9. Classroom demonstration of the end-to-end perception-to-control pipeline. The detected 

smart-house component is classified in real time and mapped to a PLC-controlled indicator 
output through the supervisory interface. 
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Assessment approach 

Student completion was assessed through demonstration checks and brief written documentation. Teams 

were required to show successful results from training and testing, demonstrate classification using the live 

webcam, and show the PLC actuation driven by those predictions. Students also documented observations 

aligned with the learning objectives, noting whether the predictions were correct, whether Excel updated in 

real time, and whether the PLC register matched the transmitted command. A short reflection prompt asked 

students to describe the workflow from inference to PLC actuation to reinforce their conceptual 

understanding of the integration chain between information technology and operational technology. 

 

Results and Discussion 
The laboratory module was delivered in six sessions, each lasting 2 hours, to approximately 10-12 

Engineering Technology students per session, as part of the Manufacturing Automation and Robotics 

course. Students worked in teams of one or two and successfully completed the entire workflow—from 

expanding the dataset and training the model to real-time inference and PLC actuation—within the 

scheduled time. As part of the required extension task, teams added a specific class for an LED to the 

provided image categories, contributing an average of eight images. Because this added class was relatively 

small, teams frequently observed that the confidence of predictions was sensitive to capture conditions such 

as lighting variation, background clutter, object pose, and partial occlusion. In practice, this sensitivity 

occasionally resulted in incorrect indicator outputs. This provided a concrete reason for teams to expand 

their data coverage and learn how to interpret model outputs within the context of downstream control. 

 

In the integrated demonstration, nearly all teams achieved the intended closed-loop behavior. The predicted 

device class selected a unique green indicator output, which made the mapping from perception to control 

deterministic and directly observable through the PLC ladder logic. Across the six sessions, all but one or 

two teams achieved a complete closed loop during the lab window. The few incomplete demonstrations 

occurred toward the end of the semester when the activity was an experimental, ungraded module; in those 

cases, teams primarily ran out of time to finish configuration and verification steps, such as setting the 

workbook path or mapping labels to codes, rather than encountering flaws in the underlying approach. 

Overall, the completion rate suggests the module is feasible within standard laboratory constraints while 

still requiring meaningful work on system integration. 

 

Beyond the functional completion of the tasks, student feedback highlighted two primary instructional 

outcomes (Table 2). First, many students noted that this was their first experience implementing a workflow 

enabled by AI and observing how perception-based machine learning can be incorporated into an 

automation task driven by a PLC. Second, the platform encouraged structured troubleshooting across 

different layers. Teams iteratively improved their data collection, validated the Excel and VBA mapping 

logic, and verified PLC addressing and ladder comparisons until the observed behavior matched the project 

specifications. 

 

Together, these results suggest that the module helps students build a coherent mental model of the path 

from perception to control. It also allows them to practice the debugging skills that are essential in a cyber-

physical system where IT and OT must work together. Future offerings will strengthen the evaluation 

process by incorporating standardized rubrics and pre- and post-measures to quantify learning gains and 

proficiency in troubleshooting. 

 

The lab exercise, PLC program, machine learning code, and VBA code are available via GitHub at 

https://github.com/TonyHsiehTAMU/MV-PLC-DDE-ML.  

 

 

Table 2. Summary of student feedback themes and instructional implications 

https://github.com/TonyHsiehTAMU/MV-PLC-DDE-ML
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Feedback theme Student feedback Instructional implication 

End-to-end “big picture” 
Students reported seeing the full workflow from 

perception to actuation. 

Reinforces system integration and reduces 

“siloed” learning across IT/OT. 

Understanding ML and its role in 

manufacturing 

Students reported gaining a conceptual 

understanding of what machine learning is and 

how it can be applied in manufacturing/industrial 

automation. 

Addresses limited AI exposure in department 

curricula and grounds ML in a familiar 

control context. 

Career relevance/ modern 

technology exposure 

The activity felt directly relevant for jobs and 
broadened their view of modern industrial 

technologies. 

Strengthens motivation and perceived 

usefulness: key predictors of engagement and 

retention. 

Integrating 4-year coursework 

into one mental model 

Students reported that the module helped them 

connect prior topics into a coherent system. 

Supports capstone-level integration outcomes 

and "systems thinking" competence. 

 

Conclusion 
This study presented a laboratory module that introduces the convergence of IT and OT by linking computer 

vision inference in real- time to PLC actuation through a transparent supervisory interface. The module 

positions AI not as a standalone software topic but as one component of a complete workflow from 

perception to control. Within this framework, students practice expanding datasets, training models using 

transfer learning, performing real-time inference, and implementing both supervisory mapping and 

deterministic controller logic. Delivered over six sessions of two hours each with Engineering Technology 

students working in small teams, the module reliably produced closed-loop behavior within the laboratory 

window. Furthermore, the class for the LED added by the students was intentionally small and sensitive to 

capture conditions, providing a concrete basis for troubleshooting across layers under realistic variability 

such as lighting, clutter, and pose. Overall, the module supports system-level thinking and debugging 

focused on integration while remaining feasible within a standard PLC laboratory format. 

 

Future offerings will strengthen both the instructional delivery and the collection of evidence. We plan to 

incorporate the activity as a graded module with a rubric aligned to program outcomes, covering areas such 

as dataset quality, supervisory mapping accuracy, and PLC ladder logic. This will be supplemented by brief 

checks of concepts before and after the lab, along with structured reflection. We will also report quantitative 

indicators appropriate for technical education, such as image counts per class, confusion patterns for the 

categories added by students, and the update rate and latency of the system under controlled environmental 

conditions. 

 

Finally, while Excel and DDE offer a fast and observable bridge for integration in the classroom, the same 

pedagogical sequence can be migrated to modern industrial communication standards like OPC UA and 

MQTT without changing the core learning objectives. Students would still observe model outputs, 

implement an explicit policy to turn labels into commands, and verify deterministic behavior in the 

controller. In this future pathway, the supervisory bridge would be replaced by an OPC UA client or an 

MQTT publisher and subscriber pattern interfaced to the PLC. This will enable students to compare the 

configuration burden, observability, and timing behavior across different protocols while preserving the 

principle of interface transparency as the central design goal. 
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